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0 In a system for serially transmitting data be- 
tween a card reader/writer and an IC card, when a 
data string is transmitted from the card reader/writer 
to the IC card, the data row is divided Into a plurality 
of data strings (a). Data (control code) representing 
continuity of data transmission Is added to each of 
the divided data strings. When a data string Is trans- 
mitted from the IC card to the card reader/writer, the 
data string is divided into a plurality of data strings. 
IC card encodes the divided data string, and trans- 
mits the encoded data with the data (control code) 
representing continuity of data transmission (b) en- 
coded data string. Data transmission between the 
card reader/writer and the IC card is controlled such 
that the divided data string and encoded data string 
are alternately transmitted in units of one. 
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This invention relates to a data processing sys- 
tem, and more particularly to a data processing 
system applied to data communication which em- 
ploys serial transmission protocols between a card 
reader/writer and an IC card connected thereto. 

Recently, IC cards incorporating an IC chip 
have been developed as new portable data storage 
media, for example, as disclosed in U.S. Patent No. 
4,845,171. The IC chip includes a nonvolatile data 
memory and a control element such as a CPU for 
controlling the data memory. 

The IC card is generally connected to a card 
reader/writer and operated in accordance with in- 
struction data supplied from the card reader/writer. 
More specifically, the IC card receives instruction 
data from the card reader/writer and decodes a 
function code (instruction code) in the received 
instruction data. The IC card performs a process 
corresponding to the function code and the process 
result is returned to the card reader/writer as re- 
sponse data. 

Conventionally, a block transmission protocol 
has been considered as a protocol for use in IC 
cards. In general, an IC card has a buffer memory 
for inputting and outputting data. When a data 
string longer than the size (capacity) of the buffer 
is to t>e transferred, the data string is divided into a 
plurality of sections, which are smaller than the 
buffer size, by using the known chaining function. 
Thereafter, the sections of the data string are suc- 
cessively transmitted to the tC card. 

The conventional chaining function can be ap- 
plied only to data transmission in one direction. For 
example, assume that a data string longer than the 
buffer size of an IC card are transmitted from a 
card reader/writer to the IC card and encoded in 
the IC card, and thereafter the encoded data is 
used in the card reader/writer. In this case, the IC 
card encodes sections of the data string succes- 
sively supplied form the card reader/writer, and an 
additional memory is required to temporarily store 
the encoded results until all the sections of data 
string supplied from the card reader/writer is com- 
pleted. 

K is accordingly an object of the present inven- 
tion to provide a data processing system which 
allows a data string including, for example, redun- 
dant data to be successively encoded by using a 
minimum buffer memory only. 

According to a first aspect of the present in- 
vention, there is provided a data processing sys- 
tem for serially transmitting data between first and 
second electronic devices, wherein the first elec- 
tronic device comprises first F>rocessing means for, 
when a data row is to be transmitted, dividing the 
data row into a plurality of data strings and trans- 
mitting the divided data strings together with in- 
formation representing continuity of the data, and 



the second electronic device comprises second 
processing means for processing the divided data 
strings and transmitting the processed results to- 
gether with information representing continuity of 
5 the data. The second electronic device also com- 
prises control means for controlling the first and 
second processing means when the divided data 
strings are transmitted therebetween such that the 
divided data strings are alternately received and 

10 transmitted at least once by the first and second 
processing means. 

According to a second aspect of the present 
invention, there is provided a data processing sys- 
tem for transmitting instruction data from first elec- 

75 tronic device to a second electronic device which 
perfonns a processing based on the instruction 
data and thereafter returns the processed result to 
the first electronic device, wherein the second elec- 
tronic device comprises a first processing portion 

20 for receiving first instruction data from the first 
electronic device, performing a processing based 
on the first instruction, and storing data represent- 
ing that the processing has been completed, deter- 
mining means for, when the second electronic de- 

25 vice receives a second instruction data from the 
first electronic device, determining whether the pro- 
cessed result based on the first instruction has 
been completed immediately t>efore, and a second 
processing portion for, when the determining 

30 means determines that the processing based on 
the first instruction has been completed, performing 
a processing based on the second instruction data 
and retuming the processed result to the first elec- 
tronic device. 

35 According to the first aspect of the present 

invention, when a data string Is transmitted be- 
tween two devices by using the conventional serial 
transmission protocols, the data string Is divided 
Into a plurality of data strings, which are transmit- 

40 ted together with continuity of data transmission. 
Since the system is controlled such that the di- 
vided data strings are alternately transmitted and 
received by the two devices, a high speed applica- 
tion processing can be performed as if the data 

45 strings were processed in parallel. Therefore, if, for 
example, a data string including redundant data is 
to be encoded, it is unnecessary to store the 
encoded results in a memory of a relatively large 
capacity, unlike in the conventional apparatus. 

50 Thus, data strings can be successively encoded by 
using a minimum buffer memory. 

According to the second aspect of the present 
invention, data transmission in two directions can 
be continuously performed by using the conven- 

55 tional serial transmission protocol which enables 
continuous data transmission only In one direction. 
For this purpose, when instruction data including 
continuity of data transmission is received and a 
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processing based thereon has been completed, 
data which represents that the processing has been 
completed Is stored. When the next instruction data 
is received, the continuity of data transmission is 
confirmed by checking whether the Instruction data 
which has been processed immediately before re- 
presents the continuity of data transmission. Thus, 
even if a data string exceeding the capacity of the 
buffer memory is to be encoded, it is unnecessary 
to provide an additional memory for temporarily 
storing the encoded result. 

This invention can t>6 more fully understood 
from the following detailed description when taken 
In conjunction with the accompanying drawings, in 
which: 

Fig. 1 Is a block diagram showing a terminal 
device; 

Rg. 2 is a block diagram showing the card 
reader/writer shown in Rg. 1 ; 
Rg. 3 is a diagram showing function blocks of 
an IC card; 

Rg. 4 Is a block diagram showing hardware of 
the IC card; 

Rg. 5 is a key list in the data memory shown in 
Rg. 4; 

Rg. 6 is a diagram showing format of data to be 
transmitted; 

Rg. 7 is a diagram showing format of Instruction 
data in the data portion shown in Rg. 6; 
Rg. 8 is a diagram showing format of response 
data In the data portion shown in of Rg. 6; 
Rgs. 9 and 10 are flowcharts showing an opera- 
tion according to a first emt>odiment of the 
present invention, in which the system of the 
invention is used In the coding process; 
Rg. 11 is a diagram showing an example of 
transmission sequence between a card 
reader/writer and an IC card; and 
Rg. 12 and 13 are flowcharts showing an opera- 
tion according to second and third emtxxliments 
of the present invention, which are to be con- 
nected to the flowchart shown in Rg. 9. 
Emt>odiments of the present invention will now 

t>e described with reference to the accompanying 

drawings. 

Rg. 1 shows the structure of a terminal appara- 
tus for processing an IC card according to the 
present invention. The terminal apparatus has a 
control section 3, including a CPU, for controlling 
the entire terminal apparatus. The control section 3 
is connected to a card reader/writer (first electronic 
device), a keyboard 4, a CRT display 5, a printer 6, 
a floppy disk device 7, and a communication inter- 
face 8. An IC card (second electronic device) 1 is 
connected to the control section 3 through the card 
reader/writer 2. 

The card reader/writer 2 allows transmission of 
data and function codes between the IC card 1 and 



the control section 3. It also causes the IC card 1 
to perform a one-instruction one-response opera- 
tion in accordance with a macro instruction from 
the control section 3. Rg. 2 shows a specific struc- 

5 ture of the card reader/writer 2. The card 
reader/writer 2 includes a transfer mechanism 21 
for transferring the IC card inserted into a card 
insertion port (not shown) to a predetenmined posi- 
tion, a contact section 22 which is brought into 

10 electrical contact with a contact section 18 of the 
IC card 1 set to the predetermined position, a 
control section 23 including a CPU for controlling 
the entire card reader/writer, an input/output inter- 
face 24 for transmitting instruction data and re- 

75 sponse data between tiie control sections 23 and 3, 
and a data memory 25 for storing data. 

The CPU 23 perfonms transmission/reception of 
Instruction and data with the CPU 15 by way of the 
contact section 22. Data to be sent to the IC card 1 

20 is divided into a predetermined number of bytes of 
processing unit by the CPU 15. 

Rg. 3 is a block diagram showing functions of 
the IC card 1. The IC card 1, held by a user, is 
used to store various data and to check the authen- 

25 ticator which only the user knows, when the user is 
to buy goods. As shown in Rg. 3, the IC card 1 is 
constituted by a basic function portion which in- 
cludes a read/write section 11, an authenticator 
setting/checking section 12. and a coding/decoding 

30 section 13, and a supervisor 14 which manages the 
basic functions. 

The read/write section 11 writes/reads and de- 
letes data in/from a data memory (to be descrit>ed 
later). 

35 The authenticator setting/checking section 12 
stores an authenticator which the user sets, verifies 
the authenticator, and determines whether data 
reading is prohibited or permitted. 

The coding/decoding section 13 encodes and 

40 decodes data to prevent leakage or counterfeiting 
of data, when, for example, data Is transmitted from 
the control section 3 to another terminal through 
the communication interface 8. The 
coding/decoding section 13 processes data in ac- 

45 cordance with an encryption algorithm such as 
DES (Data Encryption Standard) which has suffi- 
cient strength. 

The supervisor 14 decodes a function code 
supplied from the card reader/writer 2 shown in 

50 Rg. 1 or a function code to which data is added, 
and selects and executes necessary one of the 
above<lescrit>ed basic functions. 

Rg. 4 shows an example of hardware of the IC 
card 1 for performing the above functions. 

55 The IC card 1 includes a one-chip microcom- 
puter constituted by a CPU 15, a data memory 16, 
a program memory 17 and the line, and a contact 
portion 18 for electrically connecting the IC card 
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with the card reader/writer. The contact portion 18 
is connected to a bidirectional buffer 19 for trans- 
mitting data between the contact portion 18 and an 
external device. The one-chip microcomputer in- 
cludes an intemal memory 20 used as a working 
memory of the CPU 15. The CPU 15 is connected 
to the bidirectional buffer 19 and the intemal mem- 
ory 20. 

The data memory 16 includes a key list area 
16a for storing keys to t>e used in an encoding 
process, a data area 16b for storing data, and a 
directory area 16c for storing the start address and 
the size of the data area 16b. 

The program memory 17 is constituted by a 
mask ROM which stores various programs for op- 
erating the CPU 15, and includes a read/write pro- 
gram memory area 17a. an authenticator 
setting/checking program memory area 17b, and a 
coding/decoding program memory area 17c. 

The intemal memory 20 is used as a working 
memory and includes a received data memory 
area 20a for storing received data, a coded data 
memory area 20b for storing data coded (or de- 
coded) by the CPU 15 using the program stored in 
the coding/decoding program memory area 17c. a 
remainder counter 20c for storing remainder of 
processed data, an intemal sequence flag area 
(SFi) 20d, and an external sequence flag area 
(SFe) 20e. 

Rg. 5 shows another construction of the data 
memory 16. The data memory 16 has a sequence 
flag 27 and a key list 9 including a plurality of 
identification data (KIDn) 36 (n = 1. 2. 3. ...) and key 
data n 16. The sequence flag 27 indicates whether, 
prior to the current instruction data, relevant in- 
stmction data has tieen processed or not. H the 
flag is "1 this means that relevant instruction data 
has been processed. If the flag is "0", this means 
that no relevant instruction data has been pro- 
cessed. 

Rg. 6 shows an example of data format of a 
data string 29 which is subjected to an encoding 
process and transmitted from card reader/writer 2 
or IC card 1 at a time. The data format is con- 
stituted by a start code representing the start of the 
message to be transmitted, a control code 31 re- 
presenting the type of the message, a data portion 
33 in which instruction or response data is re- 
corded, length data 32 representing the length of 
the data portion 33, and an error detection code 
(BCC) 34 relating to these data. 

Format of instruction data and response data of 
the data portion 33 will be descrit>ed with reference 
to Rgs. 7 and 8. Rg. 7 shows format of instruction 
data, which is transmitted from card reader/writer 2, 
constituted by a function code 35 representing the 
function of the instruction, key identification data 
(KID) 36 for designating key data 26, and object 



data 37 of raw data string which is to be encoded. 
OL (object length) which represents tiie total length 

of all the divided data (Xi and Xn) to be 

processed later is added to the object data 37. Rg. 

5 8 shows format of response data, which is transmit- 
ted from IC card 1, constituted by coded data 38 
and status data 39 representing the processed 
result. If process abnormality occurs, the response 
data includes only status data. 

10 An encoding operation according to a first em- 
bodiment of ttie present invention will now be de- 
scrit)ed with reference to the flowcharts shown in 
Rgs. 9 and 10. When the control element 15 of the 
IC card receives power supplied from the card 

75 reader/writer 2, it outputs an initial response (ST1). 
Then, the IC card stands by for input of instruction 
data (ST2). 

The card reader/writer 2 divides a data row, 
which is to be encoded by the IC card 1, into a 
20 plurality of object data 37 in data string 29. The 
card reader/writer 2 transmits an initial message 
including the first one of the plurality of the object 
data. 

When IC card 1 inputs instruction data, or data 

25 string 29 from the card reader/writer 2. the control 
element 15 determines whether the start code 30 
(e.g. 3A in hexadecimal notation) is set in the 
instruction data, i.e.. whether the instruction data is 
the initial message (ST3). If the instruction data is 

30 the initial message, the control element 15 checks 
the intemal sequence flag (SR) 27d in the data 
memory 16 (ST5). If the sequence flag 27d is "1". 
the control element 15 outputs response data re- 
presenting sequence abnormality (ST10). since the 

35 object data 37 in the initial message is the first 
data of the divided data strings, i.e., no other data 
relating to the data can be processed before the 
first object data is input. Then, the control flow 
returns to the standby state for instruction data 

40 input (ST2). 

If the sequence flag 27d is "0". the control 
element 15 extracts the function code 35 from the 
input instruction data, and determines whether the 
code 35 represents an encoding instruction (ST6). 

45 If the code 35 does not represent an encoding 
instruction, the flow advances to another data pro- 
cess. If it represents an encoding instruction, the 
control element 15 extracts a key identification data 
(KID) from the input instruction data and searches 

50 for a corresponding KIDn 36 from the key list 9 
stored in the data memory 16 (ST7). If a cor- 
responding KID is not found, the control element 
15 outputs response data representing absence of 
the key (ST9), and retums to the standby state for 

55 instruction data input. In summary, authentication is 
verified in this step (ST7). 

If a KID conresponding to that of the instruction 
data is present in the key list 9. tiie control element 
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15 extracts the object data 37 from the input in- 
struction data, and sets the value of OL which 
represents the total length of divided data strings In 
the remainder counter 20c. The object data 37 is 
encoded in accordance with the key data 26 cor- 
responding to the KID (ST11). The encoded data is 
stored in the buffer 19 (ST12). The control element 
15 decrements the remainder counter 20c by "1". 
and checks whether a value of the counter 20c is 
"0" (ST13). In this way. the control element 15 
checks whether all the data strings are encoded. If 
all the data strings are encoded, the control ele- 
ment 15 sets the sequence flag 27d to "0" (ST14). 
Then, the control element 15 outputs the encoded 
data stored in the buffer 19 and response data 
representing "completion of the process" (ST15), 
and returns to the standby state (ST2). 

If all the data strings are not encoded, the 
control element 15 sets the sequence flag 27d to 
"1" (ST16), outputs the encoded data stored in the 
buffer 19 and status data 39 representing "in the 
process" as response data (ST17), and retums to 
the standby state (ST2). 

In the step (ST3), if the input instruction data is 
not the Initial message, the control element 15 
checks the sequence flag 27d provided in the data 
memory 16 (ST4). If the sequence flag 27d is "0", 
the control element 15 outputs status data repre- 
senting sequence abnormality as response data 
(ST10) and retums to the standby state (ST2). If 
the sequence flag 27d is "1", the flow advances 
directly to the above-mentioned process of encod- 
ing the object data 37. In summary, if the input 
instruction data Is not the initial message and the 
sequence flag 27d is "1", the sequence (1) shown 
in Rg. 9 Is not executed. Thus, reliable and quick 
processing is assured by using the sequence flag 
27. 

The following is description of a case where 
the al)ove-described processing is executed by 
protocols. In this case, the divided data strings as 
shown in Figs. 6, 7, and 8 are altemately transmit- 
ted (received) between the card reader/writer 2 and 
the IC card 1. 

The control code 31 of the fomaat shown in 
Rg. 6 consists of 8 bits, and the LSB (least signifi- 
cant bit) thereof is used to represent presence or 
absence of a subsequent message ("0" and "1" 
mean al)sence and presence of a subsequent mes- 
sage, respectively). It is noted that the function of 
the LSB diflers from that of the sequence flag 27. 

Data is transmitted by serial communication 
between the IC card 1 and the card reader/writer 2. 
In the conventional systems, as described above, 
instruction data strings are transmitted continuously 
(at a time) from the card reader/writer 2 to the I C 
card 1. In the IC card 1, the function code 35 is 
extracted from the instruction data and decoded. 



After a process corresponding to the decoded in- 
struction data is performed, the processed results 
are transmitted continuously (at a time) to the card 
reader/writer as a series of response data strings. 
5 The instruction data and the response data are 
transmitted through the communication path in ac- 
cordance with the procedures defined with pro- 
tocols between the IC card 1 and the card 
reader/writer 2. 

10 Rgs. 11 and 12 show a second embodiment in 
which divided short messages are alternately trans- 
mitted (received) between the card reader/writer 2 
and the IC card 1 by using the at»ove protocols. 
Rrst, the card reader/writer 2 divides a data 

76 row, which is to be encoded in the IC card 1, into a 
plurality of object data (in this embodiment, three 
object data). The card reader/writer 2 transmits the 
initial message including a first data string Xi to 
the IC card 1 (Rg. 11 (a)). At this time, ttie LSB of 

20 the control code 31 is set to "1". In this embodi- 
ment, the card reader/writer 2 instructs to execute 
an encoding process by using the LSB of the 
control code 31. representing whether a message 
is followed by another relevant message. 

25 The IC card 1, upon reception of the initial 
message, executes the sequence (1) in the 
flowchart shown in Rg. 9 (in this case, however, 
sequence flag 27 means external sequence flag 
(SFe) 27e). Thereafter, the control flow advances to 

30 the steps shown in Rg. 12. The flowchart of Fig. 12 
is similar to that of Rg. 10. although a step of 
processing the LSB of the control code 31 is ad- 
ded. 

The IC card 1 encodes an input data string Xi 

35 (ST20) and stores a resultant coded data Yi in the 
buffer 19 (ST21). Then, tiie IC card 1 checks 
whether all the data strings have been encoded 
with reference to the LSB of the control code 31 of 
the message transmitted from the card 

40 reader/writer 2 (ST22). More specifically, the LSB 
"1" of the control code 31 means that a relevant 
data string will be furttier transmitted from the card 
reader/writer 2. The LSB "0" means that all the 
data strings have been transmitted. 

45 If the LSB is "1 " ("YES" in step ST22), the IC 
card 1 transmits the coded data string Yi together 
with response data representing that encoded data 
will be successively transmitted (the LSB of the 
control code 31 is set to "1") to the card 

50 reader/writer 2 (ST24), after setting the sequence 
fiag 27e to "1 " (ST23). and the IC card retums to 
the standby state. This operation corresponds to 
Rg.11 (b). 

Next, the card reader/writer 2 sets the LSB of 
55 the control code 31 to "1", and transmits a mes- 
sage including a second data string X2 to the IC 
card 1 (Rg. 11 (c)). The IC card 1, upon reception 
of this message, executes the sequence (2) in the 
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flowchart shown in Rg. 9 (sequence flag 27 means 
sequence flag 27e). Thereafter, the IC card 1 en- 
codes the input data string X2 and stores resultant 
coded data Y2 In the buffer 19. Then, the IC card 1 
checks whether the LSB of the control code 31 Is 
-1" (ST22). If the LSB is "1" ("YES" In step ST22), 
the IC card 1 transmits the coded data string Y2 
together with the message including response data 
representing that encoded data will be successively 
transmitted (the LSB of the control code 31 is set 
to "1 ") to the card reader/writer 2 (ST24), and the 
IC card returns to the standby state. This operation 
conresponds to Rg. 11 (d). 

Subsequently, the card reader/writer 2 set the 
LSB of the control code 31 to "0", and transmits 
the final data string X3 to the IC card 1 (Rg. 11 (e)- 
). The IC card 1 . upon reception of this data string, 
executes the sequence (2) in the flowchart shown 
In Rg. 9. TTiereafter. the IC card encodes the input 
data string X3 and stores resultant coded data Y3 
in the buffer 19. Then, the LSB of the control code 
31 Is checked. If the LSB is set to "0". the IC card 

1 recognizes that all the data strings are encoded 
(ST22). Next, the IC card 1 transmits the coded 
data string Y3 together with a message including 
response data representing that the process Is 
completed (the LSB of the control code 31 Is set to 
"0"), to the card reader/writer 2 (ST26). after set- 
ting the sequence flag 27e to "0" {ST25) and 
returns to the standby state. This operation cor- 
responds to Rg. 11 (f). Tlierefore. the control ele- 
ment 15 control data transmission between the first 
and second electronic devices 2 and 1 such that 
the divided data 37 and encoded data 38 are 
altemately transmitted in units of one. 

Rg. 13 shows a third emt)odiment of the 
present invention. This embodiment has the fea- 
tures of the first and second emtxxJiments. More 
specifically, the IC card 1 checks the LSB of a 
control code transmitted from the card reader/writer 

2 and determines by use of the remainder counter 
whether transmission of data strings from the card 
reader/writer 2 has been completed. For this pur- 
pose, the flowchart of Rg. 13 has a step of de- 
crementing the value of the remainder counter 
(ST2r) by one and a step of confirming the value 
of the remainder counter (ST25*, ST23*). in addition 
to steps in the flowchart of Rg. 12. 

Thus, if. for example, a data string Is to t>e 
encoded, it is unnecessary to temporarily store the 
resultant encoded data in a memory of a relatively 
large capacity, unlike in the conventional apparatus. 
The data row is divided into a plurality of data 
strings which can t>e successively encoded by 
using a minimum buffer memory according to the 
invention. Further, since data strings divided on the 
protocol levels are transmitted in two directions, a 
high speed encoding process can be performed as 



if it were a parallel processing. 

The above process can t>e performed on a 
command level, that is to use the function code 35 
in the command data 33 to check whether a subse- 

5 quent message is present, whereas on the protocol 
level, the LSB of the control code 31 is set to "0" 
to represent that there is no subsequent message. 
In this method, the card reader/writer 2 can recog- 
nize presence or absence of subsequent response 

70 data by using the status data 39 of the response 
data. 

In the above emlxxJiments. the first and sec- 
ond electronic devices respectively con'espond to 
the card reader/writer 2 and the IC card 1. How- 
75 ever, the present invention is not limited to the 
above emt>odiments. For example, the first elec- 
tronic device can be the control section 3 and the 
second electronic device can be the card 
reader/writer 2. 

20 

Claims 

1. A data processing system for sequentially 
transmitting an instruction and data divided 

25 into a plurality of data strings which are se- 

quentially transmitted between first and second 
electronic devices (2, 1), comprising: 

said first electronic device (2) Includes first 
transmission means (15. 17) for transmitting 

30 instruction and data string together with first 

sequence data indicating that a next data 
string will be transmitted subsequently. 

said second electronic device (1) includes: 
means (15, ST20) for processing the data 

35 string received from said first electronic device 

(2) based on the instruction and providing re- 
sultant data; 

means (15. ST22) for detecting whether a 
next data string will be inputted subsequent to 

40 the received data string from said first elec- 
tronic device (2), 

second transmission means (15. ST24) for 
transmitting resultant data processed by said 
processing means (15, ST20) to said first elec- 

45 tronic device (2) together with second se- 

quence data indicating that next resultant data 
will be transmitted when the detecting means 
(15. ST22) detects the next data string will be 
inputted subsequentiy. 

50 

2. System according to claim 1, characterized in 
that said detecting means (15, ST22) including: 

means (15, 17) for checking whether the 
first sequence data indicating the next data 
55 string will be inputted subsequentry. 

3. System according to claim 2. characterized in 
that said detecting means (15, ST22) including: 
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means (15, ST23) for storing the first se- 
quence data received from the first electronic 
device (2) after the received data process of 
the processing means (15. ST20) was finished. 

5 

4. System according to claim 3. characterized in 
that said checking means including: 

means (15. ST4) for checking whether the 
first sequence data stored in said storing 
means indicating the next data string will t>e io 
inputted subsequentry. 

5. A system according to claim 1, characterized 
in that said instruction includes an encoding 
instruction and said processing means in- is 
eludes encoding means for encoding data in 

the divided data strings. 

6. A system according to claim 3, further com- 
prising means (15, ST3) for checking whether 20 
the received data is first data, and means (15, 
ST10) for detecting that the operation is at>- 
normal. when said checking means (15. ST3) 
detects that the received data is the first data 

the sequence data stored in the storing means 25 
(15, ST23) indicates that data is sequentially 
input. 

7. A system according to claim 3, further com- 
prising means (15, 17) for checking whether 30 
the received data is sequential data, and 
means for determining that the operation Is 
abnormal, when said checking means deter- 
mine that the received data is the sequential 
data and the sequence data stored in the stor- 35 
ing means (15, ST23) indicates that data is not 
sequentially input. 

8. A data processing system for sequentially 
transmitting an instruction and data divided 40 
into a plurality of data string which are sequen- 
tially transmitted between first and second 
electronic devices (2, 1). comprising: 

said first electronic device (2) includes first 
transmission means (23, 9) for transmitting in- 45 
struction and data string together with first 
sequence data (31) indicating that a next data 
string will be transmitted subsequently, 

said second electronic device (1 ) includes: 

means (15, ST20) for processing the di- so 
vided data string received from said first elec- 
tronic device based on the instruction and pro- 
viding resultant data; 

means (15. ST20) for detecting whether all 
the data strings have been processed in said 55 
second electronic device (1), 

second transmission means (1 5. ST24) for 
transmitting resultant data processed by said 



processing means (15, ST20) to said first elec- 
tronic device (2) together with second se- 
quence data representing that relevant resul- 
tant data will be transmitted in accordance with 
said detecting means (15, ST20) which do not 
detect all the data strings have been pro- 
cessed; and 

third transmission means (15, ST15) for 
transmitting resultant data and information to 
said first electronic device (2) that all the data 
sfrings have t>een processed, in accordance 
with said detecting means which detects all the 
data strings have been processed. 

9. A system according to claim 8, wherein said 
first transmission means (15, 17) transmit data 
(OL) representing the length of all the data 
sequentially received, and the detecting means 
(15, ST20) includes: 

means (20c) for storing data representing 
the length of data to be received by said 
second electronic device; 

means (15, 17) for substracting a data 
length processed by said processing means 
(15, ST20) firom the data length stored in said 
storing means (20c); and 

means (15, ST13) for detecting whether 
the substraction result is 0. 
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